
YOUR 101 GUIDE TO 

CYBER 
SECURITY 
SOLUTIONS



THE HOME TRUTH ABOUT
CYBER SECURITY

Picture this, you’re getting ready to leave the 
house ready for your holiday and you check 
that all the doors and windows are locked, and 
perhaps even set a burglar alarm. Why? Well, 
that’s obvious. Our homes contain personal 
and costly belongings that we don’t want other 
people to get access to, therefore we implement 
security measures to keep people out. 

The same applies with a security solution. If 
protecting your home is such a natural and 
common concept – then why wouldn’t you protect 
your business too? 
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HOW DOES RANSOMWARE ENTER MOST BUSINESSES?

73% 54% 28%
Email attachments Phishing emails Malicious or 

compromised 
websites

Don’t know/otherScan and exploitExploits targeting 
vulnerable systems

Source: Bitdefender, Ransomware 2017 Report



Encompassing more than just anti-virus, Bitdefender brings a 
host of features that protect your device. Between anti-malware, 
anti-phishing and dual-layered firewalls, Bitdefender ensures 
your device is secure by detecting, anticipating and blocking all 
known and unknown attacks from its centralised cloud console.

Under its Advanced Threat Control suite, Bitdefender extracts 
known patterns of malware and viruses and looks for similar 
patterns in new, emerging threats. By watching over all active 
processes, it marks any malicious behaviour against a score. 
Should the active threat receive a score that passes the 
suspicious threshold, Bitdefender will remove and quarantine 
the malicious code.

STAY AHEAD OF 
CYBER-ATTACKS WITH 
ADAPTIVE SECURITY
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CONSISTENTLY SUPERIOR PROTECTION 



KEY FEATURES

INTUITIVE FILTER
SETTINGS

DEVICE & USB 
CONTROL SCANNING

LOCATION-AWARE
POLICIES

TWO-WAY 
FIREWALL

EMAIL 
NOTIFICATIONS

ANTIVIRUS AND 
ANTIMALWARE
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Defend your confidential and sensitive data with unparalleled 
email and web threat protection from Symantec. As one of the 
world’s largest malware research organisations, Symantec is a 
global leader in security and is backed by the industry’s most 
secure service level agreements. 

Symantec.cloud Email & Web Security blocks 99% of spam 
before it reaches your mailbox, defends against both known 
and unknown cyber threats and delivers a GDPR-ready 
solution to ensure compliance.

SAFEGUARD WITH 
INTELLIGENT EMAIL 
PROTECTION

12.8% OF SMALL BUSINESSES WERE AFFECTED BY EMAIL-BORNE MALWARE THAT 
COMPRISED A MALICIOUS LINK IN 2017.
Source: Symantec, Internet Security Threat Report, 2018



KEY FEATURES

99% SPAM 
CAPTURE RATE

REAL-TIME 
LINK FOLLOW

BUILT-IN DATA LOSS
PREVENTION POLICIES

INTELLIGENT SKEPTIC 
TECHNOLOGY

EMAIL SCAN & 
IMAGE CONTROL

DETAILED 
REPORTING

7

99.99%
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Exchange Online Protection (EOP) and Advanced Threat 
Protection (ATP) for Microsoft 365 are reputable forms of 
protection against mass spam attacks, relying on traditional 
signature and reputation-based security tools. But they 
cannot identify new threats such as spear phishing attempts 
or Business Email Compromise (BEC) attacks due to their 
sophisticated nature.

Advanced Email Security for Microsoft 365 by Vade Secure bolts 
itself onto EOP as a complementary layer of security. It enhances 
protection by using machine learning to predict patterns for 
new and emerging threats, while building technical profiles for 
individuals you regularly communicate with, identifying malicious 
imposters to circumvent spear phishing attacks. With Vade, you 
can relax knowing you’re covered.

ADVANCED EMAIL SECURITY 
FOR MICROSOFT 365

BLOCK MICROSOFT 365 MAILBOX ATTACKS OTHER SOLUTIONS MIGHT MISS
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360° EMAIL 
PROTECTION

TIME-BOMBED
URL PROTECTION

IDENTITY
MATCH

SAFE
UNSUBSCRIBE

99.99% SPAM
CAPTURE RATE

BOLTS 
ONTO EOP

KEY FEATURES
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Protect sensitive business or financial information over email 
with secure encryption from DeliverySlip. Used by more 
than 10,000 organisations and 5 million+ users worldwide, 
DeliverySlip makes it easy for you to hit send without worry 
by providing one-click email encryption directly inside your 
Microsoft 365 or Outlook.

Plus, you can easily transfer large files and access them 
through a mobile browser or the Android, iOS and Windows 
apps. You can feel safe in the knowledge that you’re using 
bank-grade encryption to view your emails securely while 
reducing your risk of phishing, malware and spam.

SEAMLESS EMAIL ENCRYPTION 
FOR MICROSOFT 365 AND 
OUTLOOK

VIEW YOUR EMAILS SECURELY WHILE REDUCING THE RISK OF 
PHISHING, MALWARE AND SPAM



ENCRYPT 
AND GO

REAL-TIME
TRACKING

LARGE FILE 
TRANSFER

SIGN DOCUMENTS 
ON THE GO

E-DISCOVERY 
AND E-AUDIT

SINGLE SIGN
ON SUPPORT
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KEY FEATURES
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Designed as the ultimate security package for businesses, 
EM+S includes Intune, Azure Active Directory and Azure Rights 
Management. It’s the 3-in-1 security solution that helps protect 
company data, employee identities and company-owned 
devices without compromising on productivity.

Controlling company data on employee devices is becoming 
increasingly harder in today’s mobile-first world. And with 
new data protection regulations in focus with GDPR, securing 
sensitive data is critical. By using EM+S, your journey to GDPR 
compliance is automatically supported by Microsoft with 
verified data protection third-party tools.

ENTERPRISE MOBILITY 
AND SECURITY
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KEY FEATURES

CONTROL IDENTITY
+ ACCESS

PROTECT YOUR 
INFORMATION

IDENTITY - 
DRIVEN SECURITY

VIRTUALISE YOUR 
DESKTOPS

MANAGE MOBILE 
DEVICES + APPS

UK DATA
PROTECTION
COMPLIANCE
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MICROSOFT 365
SECURE

With 120 million business users worldwide, Microsoft 365 is 
an irresistible target for cyber criminals. With this in mind, we 
think it’s important to highlight that the Microsoft 365 Exchange 
Online Protection is good, but not good enough.

Defend yourself against spear-phishing attacks and 
sophisticated malware with Vade Secure, while automatically 
backing up your mailbox data in the fully-encrypted Acronis 
Backup Cloud. It’s the all-in-one solution purposefully built to 
enhance protection, ensure compliance and maintain company 
reputation – without compromising user productivity.
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ALL THE PRODUCTIVITY
OF MICROSOFT PLUS...

INSTANT MAILBOX 
RESTORE

MULTI-LEVEL 
ENCRYPTION

QUICK BACKUP 
SEARCH

REAL-TIME URL
EXPLORATION

INSIDER THREAT 
PROTECTION

REMEDIATION
FEATURE

TIME-BOMBED
URL PROTECTION
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START PROTECTING YOUR BUSINESS TODAY 
WITH AN EMAIL SECURITY SOLUTION

Tel:  0800 122 3010
Web: www.precept.it
Email: hello@precept.it


